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MANAGING A POST-COVID RESURGENCE
OF EMPLOYEE MISCONDUCT CASES
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mployee misconduct can take many different forms, be el IF&aetuEasiE sRemaiE
E it financial, regulatory, harassment, discrimination, or E Bl Rw- S GESaELT

breaches of company policies. Allegations and complaints By T WA MR EES
regarding misconduct or the discovery of incidences of misconduct S&fRE - SE=nsE Q8.5 L5
may come from a variety of sources and functions, ranging from RAEM ) T R R R AR
routine compliance checks to external sources, whistleblowers or HBBFRTE
even regulatory dawn raids.
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How to protect the organisation TRBEGHSRETE - EENRELENAT. 8
Companies should ensure that they have solid employment EEESH - RIFMNES- THE0 - REEE;

documentation, policies and procedures in place, including EEENFREINETIFEtAEE TREEEM

employment contracts; employee handbooks and policies; a code Ay I mAES - LIRS TR
of conduct; a whistleblower policy; and, particularly following T A i - LR R T SRR
the impact of COVID-19 on work practices, a bring-your-own-

device and/or IT use policy as well as a work-from-home policy.

Obligations and standards must be reinforced through regular MoESRASTERTREEE
training and communications. T HIERERER . —EREBELETR - ERATN
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How to define the investigation’s objectives and

weigh considerations R+ 5
If, despite stringent measures in place, a case of misconduct is BHNME SR ET I REREETEE
unveiled, consideration must be given to the underlying purpose 2
and aim of an investigation before embarking on the process. « g
‘The employer should question: « mig
« Are the issues or allegations credible and do they require a SR TaAANEsAEnEE?
full investigation? - REHREAREWE?
« Will the financial cost outweigh the damage
caused/loss incurred? PITEIE 30 FF
« 15 there a reputational risk, and how to manage it? PARATETECAN  EWERMHLM — E#

« How to manage the pressure on resources?
« How will it affect staff morale and leadership?
« Does itinvolve cross-horder data transfer?

How to prepare for an investigation

It is important to meticulously plan investigations by considering
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which departments to involve - legal, compliance, HR, IT, forensics, #3258
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management, HQ; identifying who will lead and co-ordinate the
investigation; determining relevant jurisdictions; and checking
what documentation is in place for the employee to be investigated.

The new Data Security Law effective from 1 September 2021 and
the Personal Information Protection Law enforced from 1 November
2021 will impact all cross-border investigations involving Mainland
China in the future. Both require approval from "competent
authorities of the PRC" to transfer data outside of Mainland China
and companies and legal and forensic advisers will need to learn
how to operate within this new regulatory framework.

How to lead a forensic investigation

Forensic investigators are technology experts trained to collect,
preserve, and analyse data during an investigation. They work hand-
in-hand with companies and their legal advisers.

Relying on in-house IT departments only could increase the risk
of mishandling, tampering and corruption of evidence that may be
vital to the investigation. Employers must consider when to launch
the forensic investigation, and gather all available and relevant
data and devices.

For best results, investigations must be targeted, organised,
confidential and discreet. Forensics operate to minimise
disruption to the business. Collections can be done covertly
outside business hours, or remotely in some instances, when data
is stored in the cloud.

In regulatory dawn raid situations, regulators are generally
looking for data on specific transactions and individuals and
forensic investigators will co-ordinate with legal advisers and
regulators to negotiate the best data collection strategy to
minimise interruption.

Conducting and following up on interviews

Several strategic and practical decisions must be made
concerning the identity of interviewees and witnesses; timing
and location of interviews - generally away from office premises;
the lead interviewer and others in attendance; and departments
involved. A structured process and clear questioning are also key
to a fruitful investigation.

The course of action to take after the interview may vary
significantly depending on the interview outcome. Possible steps
include: communication with the employee regarding status of
the investigation, confidentiality obligations and need for ongoing
co-operation; suspension or garden leave; immediate return
of company devices, hard drives and remote log-in capability;
immediate termination of employment. Employers may also
consider enhancing security and access to the building.

No one-size-fits-all

There is no one-size-fits-all when it comes to employee misconduct
cases, but companies should always be prepared and strategic,
communicate clearly with all stakeholders, and have key contacts,
including external legal counsel, forensic technology experts and
public relations experts, readily available.



